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The MAILING DATE of this communication appears on the cover sheet with the correspondence address 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )[X] Responsive to communication(s) filed on 28 March 2001 . 
2a)D This action is FINAL. 2b)[X] This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) ^3 Claim(s) 1-17 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

$)□ Claim(s) is/are allowed. 

6) [X] Claim(s) 1-17 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) Q Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10)^3 The drawing(s) filed on 28 March 2001 is/are: a)\3 accepted or b)\Z\ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
1 1 )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-1 52. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C, § J 1 9(a)-(d) or (f). 
a)D All b)D Some * c)Q None of: 

1 .□ Certified copies of the priority documents have been received. 

2. \Z\ Certified copies of the priority documents have been received in Application No. . 

3. Q Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

1. Claims 1-17 are pending in this application and have been examined. 



Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 1-17 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claim 1 contains the passage: ""...the system is a superstructure over the 
network..." It is unclear what is meant by "superstructure over the network." 

Claim 1 contains the passage: "...a secure system authority, which is a constant 
part in the secure system." It is unclear what is meant by "constant part" in this context. 
The Specification (page 9, para. 3) mentions the concept of a secure system authority 
that "may be the only constant part" of the secure data switching system. However the 
specification does not explain whether this means that no new system authorities may 
be added, or that no other part of the system may be a constant part, or that there is the 
possibility that other parts of the system may be constant parts along with the system 
authority. 
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Claim 1 contains the passage: "wherein every ciphering set is used in one known 
direction of the secure link..." It is unclear what is meant by "known direction." 

Claims 2-1 7 are dependent on claim 1 and are thereby rejected on the same 
basis as that claim. 

Allowable Subject Matter 

4. Claim 1 would be allowable if rewritten or amended to overcome the rejection(s) 
under 35 U.S.C. 112, 2nd paragraph, set forth in this Office action. 

5. Claims 2-1 7 would be allowable if rewritten to overcome the rejection(s) under 35 
U.S.C. 1 12, 2nd paragraph, set forth in this Office action and to include all of the 
limitations of the base claim and any intervening claims. 

6. The following is a statement of reasons for the indication of allowable subject 
matter: The closest prior art in the field, Turnbull et al., US 6,092,201 , and Yamaguchi 
et al., US 5,604,807, singly and in reasonable combination with each other and the 
other prior art in the field, do not teach the combination of features found in the 
independent claim of: ciphering sets as defined by the applicant's specification used for 
unidirectional encryption by secure nodes; universal secure node registration via 
establishment of a private ciphering language between the nodes; universal 
connectivity between nodes; and where the secure system authority participates in 
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routing operations. The combination of features is novel and unique, and distinguishes 
the independent claim from the prior art. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. The following US Patent documents teach systems for secure 
networking similar to that of the applicant. 



Turnbull et al. 6,092,201 
Yamaguchi et al. 5,604,807 
ColvinSr., 6,041,123 
Levyetal. 6,212,633 
Ganesan 5,535,276 
VanOorschot 6,134,327 
Chenetal. 6,061,796 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paul E. Callahan whose telephone number is (703) 305- 
1336. The examiner can normally be reached on M-F from 9 to 5. 

If attempts to reach the examiner by telephone are unsuccessful, the Examiner's 
supervisor, Andrew Caldwell, can be reached on (703) 306-3036. The fax phone 
number for the organization where this application or proceeding is assigned is: (703) 
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872-9306. Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 305- 
3900. 

9/24/04 




